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nH}popMaHOHHON 0E30MaCHOCTH 3aBUCST
OecriepeOOWHOCTD M YCTOHYMBOCTH PAaOOTHI
MIPOrPaMMHOI'0 M alllapaTHOTO o0ecreyeHus,
KOH(QUACHIMATEHOCTD JIMYHOH HHpOpMaLUH, CTeIIeHb
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Means of information safety of a hardware-software
complex of the computer network of an enterprise play
an important role at the realization of the general
strategy and tactics of the enterprise safety.
Uninterrupted operation and stability of a program
work and hardware maintenance, confidentiality

of the personal information, a degree of protection
against non-authorized access depend on competent
realization of the accepted policy in the field of
information safety for observance of commercial
interests of an enterprise. Results of the problems
analysis of information safety at use of information
technologies are presented in this paper.
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Nudopmannonnas 6ezonacHoctb ( UB) — KOMIDIEKC MEpONPUSTHH |
CpEICTB 1O OOECHEYCHUI0 COXPAaHHOCTH WH(MOpPMAIMU, HAXOAAIIEHCS B
nH()OpPMALIMOHHON CcHUCTeMe, TepeaaBaeMoi, oOpabaThiBaeMOl, XpaHUMOW U
MPEAOCTABISIEMON CUCTEMOM.

KHUC —xopnoparuBHast ”HPOpMAIIOHHAS CETh;

PC — paGouas cranmus,

IO — nmporpamMHOe obecrieueHue.

Ha3nauenme cuctembl HHPOPMAIMOHHONW O€30MACHOCTH COCTOUT B

opraHu3any O€30MAaCHBIX M HAIEKHBIX. MEPONPHUATHH MO JOCTYyIy K
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uH(popMalLny, cioco00B Mepelayu U XpaHeHUs] HHPOpMaui, METO0B pabOThI
¢ uHdpopmauueil, mpaBwi yOpaBlIe€HUs TOCTYNOM K HH(POpPMALHH, CIOCOOOB
BOCCTaHOBJICHUS MH(DOPMALINH, METOJJOB Pe3epBUPOBAHUS HHPOPMALIIH.

3ajgaya cucteMbl MHPOPMAMOHHONW 0€30MacHOCTU OOYCIABIMBAETCS €€
Ha3HAYEHHEM U COCTOMT B oOecrneyeHnH 0e301acHOro, HaJeKHOI0 XpaHEHUs U
nepenayd MHGOPMAIUU B JIEKTPOHHOM BHJE, PACIOIO0KEHHON HA Pa3IMUHBIX
HOCUTEJISIX; OpPTaHU3alMU HaJECKHOTO JOCTyNna K 3JIEKTPOHHOU HHGbOpMAaLNH,
OTPAaHMYEHUU M KOHTPOJE JOCTyna K HHPOpMalUH, C KOTOPOM paboTaroT
COTPYIHHUKH; CO3JaHMM TpaBuil Oe3omacHOM paboThl ¢ UHPOpMALUEH;
MPOBEICHUU MEPOIPHUATHI O pe3epBUPOBaHUI0 MHGOpMAIUHU;, O0OecreyeHUun
BOCCTAaHOBJICHUs] MH(GOpPMAIMM B aBapUUHBIX CUTyalUUsX; MOAJAEpP>KaAHUU

UHPOpPMAIMOHHOW 0€30MaCHOCTH Ha 3aJJaHHOM YPOBHE (PHCYHOK 1).

3ap a4M MHDOPMALMOHHON Ge30NacHOCTH

OfecneyeHwWe H3OEHHLK METOA0E M MNaEbILEHME MREAMOTHO CTH
CPEACTE A0CTYNE K MHGO P MALMK M COTPYAHMKOE B 0BAacTk MB
Npaedn paboTol c HEX

CoznaHmMe Npaewn BesonacHo M paboTel

MoEbIWEHWE HAOEHHOCTHM M CHHqJDpI'l.I'IEILI,HEﬁ

BE20MacHD CTH XPaHEHMA MHB 0P Ma LK

MoELILLEHME HAAEHHOCTH M YHMpMHaUMA Mo MocnonbYemoro Ha
DEes0NacHoCTH NERESAYM MHBOR MaLMK NEEaNEUATMK
MoEbILEHME 3D HERTHMEHD CTH Mcnonb30EaHME HagEHHOTD
oB0pyaoEaHWA

EQCCTAHOBNEHKMA HHqJEIpI'I.ﬂEILI,HH

Puc.1 3agaun cuctemu uadopMansondod besonacHocta FHC
1. IpuunHbI yTpaThl HHPOPMAIIMHE U CTIOCOOBI UX YCTPAHEHHUS

Nudopmanus MoxkeT ObITh yTepsiHAa BCJIEACTBUE MPUUMUH PaA3IMYHOTO
Buna. PaccmorpuM mnpuuuHbl notepu uHPopmanuu, XxpaHumoid Ha PC u
cepBepax, LUpPKyupyromeid B cetd (pucyHok 2). [lpwuuHBl MOTYT OBITH
pasziesieHbl Ha HeCKoJIbKO rpynn. OHU MOTYT ObITh BHEIIHME M BHYTPEHHHUE,

BHCUIHWC NPUYINHBI BBI3BAHbI BHCIITHUM BO3I[€I>1CTBHCM Ha I/IH(l)OpMaI_II/IIO.
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NpyuMHBI YTpaTsl MHGOPMALMK

PN

Co CTOpoHB Co CTOpoHB Co cTopoHE Co CTOROHEI
nparpammHoro COTRYAHMEOE annapaTHoro 2N0Y MbILLLTEHHKMES
0BecnedeHmA oBecnedeHMA

JelcTemE
EMPYCOE

Heonno mEMpoEaHHBIE
R

HeszabnokMpoe
aHHanA P

HeHape+Han
(]

HanudMe naponA

HeHafe:xHbe Ha paBodem mecre

HeHaae#HbIE

naponm HOCHMTEN M
WMHOP M ALMM
HeHanexHaA
alnoEanA cMeTema Paarrlgagf;me
R CTaphle HOCHTE M
WMHOPMALMM
HeHaae#HbIE
npnmr:ggg:_'nbipe,qaw CBoeBpeMEHHD
HEpE2EPEHp OEAHHAA HeHagemxHadA cpeaa
HH] 0pMaIna nepefadm
CnafaA aHTMEMpPYCHERA MHGO P MaLIMK
FALMT A
HecaHKUMOHMROEAHHOE K HenpaewibHblE AERCTEMA HeHage*Hble cpeacTea
HenWUgHzMpoBaHHoe MO a0 MWHKMCTRATO Pa MNepeaaq v MHOO P M ELMA

Puc. 2 Enaccudburanna nopeyusH yIpaTel HEGopMaLHH, pasMeIleHEoE ga PO

K BHemHuMM mpHYMHAM OTHOCATCA JEUCTBHE 3JIOYMBIIUICHHUKA U
BUpPYCHOE Bo3jeiicTBUe. BHemHee Bo3aeiicTBUE 00yClaBIMBAETCS IMOIBITKAMU
CTOPOHHUX JIMI[ TOJY4YUTh JOCTYN K KOH(QUIAECHUMAIbHON WHpOpMaLMH,
IPUYUHBl NOAOOHBIX NONBITOK MOTYT OBITH pa3zHoOOpa3Hbl. Bo3zneiicTBue
BUPYCOB MOXET CTarb IIPUYMHOM. HECAHKIMOHUPOBAHHOW IHepenadyu
MH(pOpMALIUU 110 CETH; YIAJIEHUS JAHHBIX C KOMIIBIOTEPA, U3MEHEHUS JTaHHBIX,
(hopmaTUpOBaHMS )KECTKOTO JUCKA.

BHyTpeHHUE NpUYMHBI — 3TO NMPUYMHBI BO3IEUCTBUS Ha HMH(YOPMALMIO
[IPOrpaMMHOI0 00€CIEeYEeHHs, COTPYJHUKOB M allapaTHOIO OO€eCleyeHHUs.
[Ipyunna yTpaThl BCIEACTBUME HEHAAEKHOCTH NapoJieid oO0ycloBleHa UX
IIPOCTOTOM M HEJOCTATOYHBIM YMCIOM CHMBOJIOB. YCTPAaHEHHUE 3TOW IIPUYUHBI

AO0JIPKHO OCYHICCTBIIATHCA CUCTCMHBIM a/IMUHUCTPATOPOM.
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Ilepnonnueckoe 0OHOBIIEHHE AHTUBUPYCHBIX 0a3 ABJISIETCA
oOecrieueHHEM  3allUThl  OT JAEHCTBUA  BUpPYCOB. HenuueH3upoBaHHOE
ucnonb3zoBaHue [1O MokeT NpUBECTH K IMOSBIECHUIO B CHUCTEME OTKPBITHIX
MIOPTOB, NIOpYE CUCTEMHON MH(POpMALIMK, HENPABUILHOMY UcnoJib3oBaHuo OC,
KOH(JIMKTHBIM CUTYaLUsIM MEXAY MPUIOKEHUSIMH U 3aBUCAHUIO CUCTEMBI.

JIeCTBUSL COTPYAHUKOB MOTYT OBITh INPUYMHOM TIOTEPU LEHHOU
undopmanuu. Hanpumep, PC Hamo OnoxupoBarb BO BpeMs OTCYTCTBUS
COTpYAHUKA Ha paboyeM MecTe, B IPOTHUBHOM cllydae, JI000€ CTOPOHHEE JIMLIO
MOYET BOCIOJIb30BaThCS €r0 JaHHBIMHU.

Co cTOpOHBI anmnapaTHOTO 0OecHeYeHUs] HECAHKIMOHUPOBAHHBINA JTOCTYII

Kk PC moxet ObITh OcyiiecTBieH, eciau PC He omiomOupoBaHa.

2. OTpunartejibHOe BO3/1elicTBHE HA HH(POPMALIHIO
PaccMoTpuM TUIBI OTpHULATENBHBIX BO3JAEHCTBUNA, KOTOPBIE MOTYT OBITH

ocylIecTBiIeHbI ¢ nHpopmanmel, xpanumoi Ha PC u cepBepax (pucyHok 3).

THOM oTpHIATENEHEE oSN eHCTERA
Ha HHbOPMAL HKD

¥

Hecamkumorupoeansui | |  Paspymenne | Bupycuoe
MoCTYI HOCHTENEH EoseHCTEHE
HH(OP MATHH

Puc.3 OTpHUATENRHEE BEOSTEHCTERA Ha HHEQOD MALHES

B oOmem cimyyae otpuniateiabHble BO3JACUCTBHUS MOXXHO Pa30OUTh Ha TpHU
(yHKIMOHANBHO 000CO0JIEHHBIE IpymNIbl. Bo3neicTBus, BXoAsIIMEe B NEPBYIO
IpYIIy, CBSI3aHbl C HECAHKIIUOHUPOBAHHBIM JJOCTYIIOM.

Paspyumienne HocuTeneil MHPOpMALMK MOXKET HMPOUCXOAUTh BCJEIACTBUE
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cTapeHus 000py/I0BaHUs, HEKAYECTBEHHOTO TIPOU3BOICTBA, H3MEHEHHUS yCIOBUN
paboTel Ha KpuTtHueckue u T.4. K HOcuTensM mHpOpMAIMu B JaHHOM Cllydae
MOXHO OTHECTH: KeCTKHe nucku, crpuMmepsl, CD nucku, nuckers:, DVD nuckw,
MO nucku u ApyrHe yCTpOCTBA XpaHECHHUS.

Tperuii TN BHEIIHUX BO3AEHCTBUM OCHOBAH HAa JEWCTBUM BUPYCHBIX
MporpaMM, KOTOpPBIE€ IMO3BOJISIIOT HM3MEHSATh, MNEpeJaBaTh M yAAJAThb
unpopmanuo ¢ PC. Ha pucynke 3 aByHanpaBieHHBIMH CTPEIIKAMU MMOKa3aHO,
YTO BCE THUIIBI OTPUIATEIbHBIX BO3JCHCTBUI CBSI3aHBI MEXIY CO0O, TO €cTh

OJITHU TUIIBI MOT'YT IIPUBOAUTH K IMTOABJICHUIO JAPYTUX.

3. [IporpammHuble cpeacTBa odecnevdeHusi 0€30NMACHOCTH KOMIIbIOTEPHBIX
cucTeM

Cnenys mporieccy 3arpy3Kd, MEpBBIM CPEACTBOM 3alllMThI SBJSETCS
napoib Ha Bxoa B BIOS. (Basic Input/Output system). Ilaposib, KOTOpPBIH
UCIIOJIb3YETCS TIepel 3arpy3Koil cHCTeMbl, Takxke coxpansercs B BIOS.
JlanpHEHITMM yYPOBHEM 3alluThl WH(GOPMALWU SBISETCS Mapoib, KOTOPBIU
ucnosbdyercs npu 3arpyske OC. Iy onpeaeneHnss MOITHOCTH TapoJisi MOXHO
ucIoib30Barh cnenuaibaoe [10, nanpumep LC+4 [1-2].

Crnenyromuii ypoBeHb 3alllMThl MPEACTABISIOT CHUCTEMHBIC CITYXKOBbI,
OTBEUAIONKE 3a. TpaBa IMOJIb30BaTEJICH, BBIJICICHUE PECYPCOB, YCTAHOBJICHUE
MPUOPUTETOB CXEM 3alycKa MpoIeccoB u T.1. CIeayIoNM YPOBHEM SIBIISICTCS
YPOBEHb CETEBBIX NPHUIOKECHUH M MPOTOKOJOB, OTBEYAIONIMX 3a CETEBOC
MOJKJIFOUCHHE TI0JIb30BaTEICH, MpaBuja JIOCTylla K CETEeBBIM pecypcaM u
npaBuiIa UX KCrojb3oBaHus. CkaHepbl Oe3omacHOCTH, Takue Kak X Spider u |SS,
MO3BOJISIFOT OIPECIIATH CETEBBIC U JIOKaIbHbIC ysi3BuMocTu PC u cepsepos [3].

PacnipocTpaHeHHBIMH ~ CPEICTBAMH  IOJIb30BATEILCKOTO  O0ECHEUYCHHS
CETEBOWM 3alUThl MOJ ONEepanuoOHHBIMU cucteMamu WIindows sBisiroTCs
ZoneAlarmPro u Outpost [4]. 1yis obecrieueHrs] aHTUBUPYCHOH 3aIIUThI MOKHO

UCII0JIb30BaTh Psiji MOLIHBIX THakeToB, Takux kak: NOD32, TrendMicro u np.
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[Ipomiecc  pesepBupoBaHusl HHPOPMAIMH  SBJISETCS BAXHBIM KAk  JJIs
KOHKPCETHOI'O COTPYJHHKA, TAK W IJIA BCCro HNpCApuATUd B LECIOM. HpaBI/IHa
pe3epBUPOBAaHUS W TpaBwia pabOTBl CO BCTPOCHHBIMH  CPEIICTBAMHU
pe3epBUpOBaHMs MpejacTaBieHbl B [5—6]. B psge ciyuaeB HCHIONB3YHOTCS
nporpaMMHBIC TakeThl, Takue kak: Symantec (Veritas) backup, BrightStor
ARCserve Backup, Acronis True Emage u ap. CpeacrBa mporpaMMHOTO |
arrmapaTHoro BOCCTAHOBJICHUSA I/IH(l)OpMaHI/H/I TAKXC OTHOCATCA K CpCACTBAM,
oOecreunBaromuM Oe3onacHocTs uHPoOpMaruu: Ontrack EasyRecovery Pro,
FinalData, GetDataBack for (NTFS, FAT), BadCopy Pro u ap. Ilporecc
BOCCTAHOBJICHHA SBJISICTCA JOJITOBPECMCHHBIM, TPYJAOCMKHM H Tpe6yeT qacCcTo

3HAaHUN O CTPOCHHUHU (HANTOBON CUCTEMBI.

BriBog

B cratee Obu1 IpoBeneH aHanu3 mpobieM obecrieueHus: WHGOPMAIMOHHOM
0€30MacHOCTH TPHU  HCIOJIH30BAaHUM WH(GOPMAIMOHHBIX TEXHOJOTHHA U
pPaccMOTpeHBl MPHUYMHBI YTPaThl MHPOPMAIUH, MPEICTABICHBI NPOTPAMMHBIC
cpeactBa  obecrneuenuss — wHGOpMAanMOHHOW ~ 0e30macHOCTH.  AHanu3
KOMIIOHEHTOB TPOTPaMMHO-ANMNapaTHOTO CETEBOTO KOMIUIEKCa TOATBEPIIII
BAXXHOCTh M HEOOXOJMMOCTh peuieHuss  BompocoB Wb, mnpenedpexeHue
KOTOPBIMH MOJKET CKa3aTbCs Ha 3P (EKTUBHOCTH pabOTHI BCETO MPEANPHUSITHS, &
TaK)K€ MPUBECTH K 3HAYUTEIBHBIM SKOHOMHYECKHMM moTepsMm. [lostomy mpwu
BHeApeHnn dddexruBHpx momuTuk Wb [6] HEeoOXxomanMo BeIpadOTATh YETKHE
npaBwiIa paboThl ¢ MHPOpPMAIME W CTPOro MPUIAEPKUBATHCA WX, IPOBOJHTH
pazpaboTaHHBIE  MEPONPHUATHS 1O  TOJCPNKAHUIO M YIYYIICHHIO
HHPPACTPYKTYpbl HHPOPMALMOHHOW CpeJIbl MPEANPHUATHS, TI0 PE3EPBUPOBAHUIO
¥ BHEAPEHUIO0 WH(GOpPMAIIMH, TOBBIIICHUIO YPOBHS KBaTU(PUKALNN TIEpPCOHANA B

obOnacrtu UB.

Cnucok uTepaTyphbl
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